Setup Instructions for Secure
Hummingbird FTP

Hummingbird is the terminal emulation software that allows users to connect their
pc to the mainframe in a secure environment. For example, this allows users to
connect to mainframe systems such as FAMIS, BPP and SIMS. A very useful
component to this software is Hummingbird FTP, which allows users to
accomplish secure data file transfers.

If you haven't already changed your Hummingbird FTP settings, then follow the
instructions below to set up your "secure" ftp client.

To begin using Hummingbird FTP, click on Start,
Programs, Hummingbird Connectivity 10 and
then click on Hummingbird FTP. (Doing this
brings up a Hummingbird Neighborhood panel).

To set up a new profile, double click on the New
FTP Profile item.

FTP Site Properties Box Settings:

General Tab Settings

Fill in the host address for the server you will connect to.
(To connect to the TAMU-CIS mainframe, use the following settings:)

FIP Site Praperties kd] Host address: tammvsl.tamu.edu
Genersl | | Advance d | Firewal || # Prosy | Other TCP/IP Port- 21

Host Address TCPAP Part ) .
tammyvs] . tamu, edu 21 c User name: FAMIS User Id
Sl - Anonymous: leave blank
- — . Password: leave blank

A Account: leave blank
Initial Directory: leave blank
e Disciry Root to This Directory: leave blank

DE-W”O This

Security: SSL/TLS Explicit

Canfigure.. ‘

Click on Configure button

aK ][ Cancel ][ Help ]
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GENERAL TAB Settings (cont’d)

SSLITLS Configuration ]

SSLATLS Version

SSL/TLS Configuration Settings:

SSL/TLS Version: SSL Version 3

Certificate Verification Errors:
Connect (ignore errors)

(The Accept Self-Signed Server Certificates box
should be checked and is grayed out)

Click on Cipher Suites

Certificate Verification Ermors

Connect (ignare errors] v

ES)

Cancel

o
=

Help

[ Cipher Suites. .. I

Enciypt D ata Channel

User Certificate Mode

No User Certificate

Ceitificates and Keys Manager..

(The Use default ciphers box should be checked)

Click OK

The Encrypt Data Channel box should be checked
User Certificate Mode: No User Certificate

Click OK

W5_S51_TLS_CIPHERS_3
Ciphess

w

U el caphens

o) Comn
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Advanced Tab Settings

Lo — Enable Directory Caching is checked

General | Advanced | Firewall / Pioxy | Othet

[#] Enable Directony Caching [¥] Automaticaly Resclve Links

(2] Pasiv Mode Doevesnniaesoaves | Passive Mode should be changed to a check

] Update Cache on Connect . .

P ko O e mark (you may have to click on the box 2 times)
Protocol Settings Tme And Date Conversion

OISt Famal Update Cache on Connect is checked

v.g,mk 0 A Hou Qffset [ .

ke die [0 3 Allow Optimized Transfer is checked

Commands To Send On Connect: i . .

oot 1B sene Automatically Resolve Links is checked
Mmmoete:!

Server Type

Drop Version Numbers On VMS s left blank

[_ok  J[ cecel |[  Hep

Protocol Settings:
Network Timeout is set to 120
Keep Alive is left blank

Time and Date conversion Settings:

Convert From GMT Date/Time Format is left blank
Hour Offset is zero

Minute Offset is zero

Commands To Send On Connect is left blank

Type of FTP Server:

Auto-Detect Server Type is checked

Page 3



Settings for Secure
Hummingbird FTP

Firewall/Proxy Tab Settings

General
Firewall Type
Mane

Firewall Address

ed | Firewall / Prosy | Other

B

Part

Firewall Type: None

Firewall Address is left blank
Port is "grayed out" as 21
User Name is left blank

User Name

aK ][ Cancel ][ Help

Other Tab Settings

Comment is left blank

When uploading, use the following transfer
mode...Use the Default mode

When downloading, use the following
transfer mode...Use the Default mode

Click on OK button to exit

Password is left blank

-

X))

General | Advanced | Firewsll / Progy | Other

‘when uploading. use the fallawing transfer mode

Use the Default mode v

‘when downloading, use the following transfer mode

Use the Defaul mode v

oK H Cancel ][ Help

Click Save to establish your New FTP Profile. Then, right click your newly
created profile and click Rename if you wish to name your profile
something familiar to you (like Hummingbird FTP).

Next, right click on your new profile and click Create Shortcut to place an
icon on your Desktop (for ease of use).
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Download File with Hummingbird FTP Client
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. From your Desktop, double click your new icon to launch your
35] Hummingbird FTP client.

G THTTIETCEC

In the User Login box, fill in your password

to match your FAMIS userid (you may have el
to do this twice as it builds directory e
information). User Name

Passward

Connecting. .. ] I

Huoazt: tamnrmysT . kamu, edu

Time Remaining. 117

Cancel

Doing this will connect you to the TAMU-CIS mainframe with the following
folders:

$HNFTP_HFS
$HNFTP_MVS
B JOYFTMSHNFTP_MYS . EI@I
oo gompmvamasix e assie s Click onyour FAMIS userid to see
Fo— T your files (if there are any).
LTI From here, you can use the Change
S5 Directory (located at the top of the
' .-.,i}:{:":"\ panel in the middle) icon to change
;M the directory to the files you want to
e see or seek to download.
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Change Directory El

Bl For example, click on the ChangeDir icon
' and fill in the " Enter directory to switch to: "
box with:

Current Directory:
MHNFTP_MVS AICK15E

'k701fa.download.fbar252'
(remember to place a single quote before and after the file name)

After your file names appear, click to highlight
the file that you want to download, then right
click and click on Download to download the
file to your pc. Choose the folder you wish to
place it in and change (if preferred) the file
name and click on the Save button to
download the file.

Remember your file name...

Wait until download is completed...with proper messages...to assure transfer is
complete, then click the Done button.

(To find your downloaded file on your pc, look for the file in the folder and under
the name you chose).
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Upload File with Hummingbird FTP Client
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Click on Start, Programs, Hummingbird Connectivity 10 and then click on
Hummingbird FTP. (Doing this, brings up a Hummingbird Neighborhood panel).

To set up a new profile, double click on the New
FTP Profile item...

To set up a new profile for uploading to the
TAMU-CIS mainframe, you may need to refer
to the settings already described in the first
part of this document.

FTP Site Properties Box Settings:

For uploading a file from your PC to the TAMU-CIS (FAMIS) mainframe, the
following settings are required:

General Tab Settings

Fill in the host address for the server you will connect to.
(To connect to the TAMU-CIS mainframe, use the following settings:)

Host address: tammvsl.tamu.edu
General | advanced || Frewal / Prozy | Other .
Host Address TCPAP Port TCP/IP Port- 21

s e a = User name: FAMIS user id

sl S Anonymous: leave blank
S— % Password: fill in with you FAMIS password
L Initial Directory: fill in with the following directory name
TR as an example of a portion of the file name of the file
e o || 10 D€ UplOaded:

s ‘k705xx.sis.acctfeed’

Corgae (remember to begin & end with single quotes in
setting up this upload directory)
Root to This Directory: make sure this box is

checked

Seruity

[ 0K I[ Cancel ][ Help ]

Security: SSL/TLS Explicit
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Advanced Tab Settings

k"l ite Properties E
General | Advanced | Firewall / Prosy | Other
Enable D|reCt0ry CaChIng IS CheCked [¥] Enable Directoy Caching [¥] Automatically Resolve Links
Passive Mode ] Drop Version Numbers On'vMS
. Update Cache on Connect
Passive Mode should be changed to a check (9] Alow Opiized Torctr
mark (you may have to click on the box, 2 times) P o Tine Ard Dats Corvieson
E10%erTime Fomal
Update Cache on Connect is checked ot (@ ® || ™™ E
ofw || o FE
Allow Optimized Transfer is checked Cenmmds To S On Correct
. . . Type of FTP Server.
Automatically Resolve Links is checked Bl
[ OK ][ Cancel ][ Help J

Drop Version Numbers On VMS s left blank

Click on OK button to exit and click Save to establish your New FTP Upload
Profile.

Then, right click your newly created profile and click Rename if you wish to name
your profile something familiar to you (like k705xx.sis.acctfeed) and click OK to
rename.

FRename To:

| k F05Rx, siz. acctfeed | Cancel

Next, right click on your new profile and click Create Shortcut to place an icon on
your Desktop (for ease of use).

gyfl From your Desktop, double click your new icon to launch your
o Hummingbird FTP client.

[Tk =

Doing this will connect you to the TAMU-CIS mainframe showing a list of file
names associated with the k705xx.sis.acctfeed directory.

Connecting...

Huoszt: tarnrs] . tamu, edu

Time Remaining. 116

Cancel
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In the same Hummingbird
Neighborhood window, click on the
folder that contains your new file to be
uploaded from your pc to the mainframe.
In this example, the file name on your pc
must be dt060825 (based on FAMIS
naming conventions for this file name).

Qs - ) 3| O swwen iy roes | G-
" L CiDocuments and Settingsticooper My Documents|F TFFies

“Drag and drop” this new file and
place it on top of the
k705xx.sis.acctfeed directory.

(Therefore, your complete file name
created on the mainframe from this
successful upload would be

& Recyck bn
= g rurmwghed eaghborhood
=E

e N k705xx.sis.acctfeed.dt060825).
A Hummingbird File Transfer box will pop-  prmmsrsse

up, showing you the progress of your
upload. Wait until the upload is
completed...with proper messages...to
assure transfer is complete.

4| Coping Fram 3 and Semngicocoan\bly Documert: 1P ler\SOIES
Coopng T BHNTTI M5 T accten OB

.....

When you see the Transfer Complete message, click the Done button to close
the pop-up.
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Contact FAMIS Production Services

The final step (if this file needs to be posted in FAMIS) in the upload process
is to send an email to famisprod@tamu.edu telling us that your file (give entire
file name -- i.e., k705xx.sis.acctfeed.dt060825) has been uploaded to the
mainframe and is ready to be posted into FAMIS.

Please contact FAMIS Production Services at (979) 458-6470, if you have any
guestions with the Hummingbird FTP Process.
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